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I. Background: 


The World Health Organization (WHO) estimates that half the world’s population lacks access to essential health 
services.' Over a hundred million people are pushed into extreme poverty annually due to unaffordable health care. 
Nearly a billion people worldwide spend over 10% of their household costs on health care, and that proportion has 
steadily increased of late. COVID-19 has only exacerbated these challenges and highlighted large gaps in health 
systems globally. 


Universal health coverage (UHC) is crucial in addressing these challenges. UHC means that all individuals and 
communities receive the health services they need, without suffering financial hardship. However, UHC cannot be 
achieved without robust and equitable health financing structures and strong financial protection. Attaining UHC 
would also require a broad and versatile health workforce, efficient health service delivery systems, effective 
functioning of primary health care and importantly, strong governance of digital health technologies and health data.” 


Building and strengthening strong, stable, equitable, representative and rights-based global health data governance 
structures that address the ethical, legal, political challenges of digital health technologies, are imperative to good 
global governance of health data, and to global health in the 21st century. This project makes a case for the need for 
dedicated regulations for health data that are equitable from geographic, gender, and sectoral standpoints such as 
international health data regulations, as a legal instrument within the mandate of the WHO and the UN. Given the 
funding dynamics in global health, a focus on health financing is critical. Given the large body of work around global 
HIV responses, and given that we are still far away from reaching UNAIDS’ 90-90-90 goals, a focus on HIV data is 
also critical. 


Existing global governance instruments can offer lessons. The International Health Regulations were instrumental in 
the declaration of COVID-19 as a pandemic, and have remained so in the continued global response.* There are 
currently no globally accepted and reliable standards, benchmarks or agreements on cross-border health data sharing 
or digital health implementation. Presently, there is also no dedicated investment case for the funding of data-driven 
projects, although there is ongoing work in the field. Furthermore, there is a severe lack of trustworthiness and 
cross-sector collaboration in digital health, global health, and health financing. International health data regulations 
would potentially address these bottlenecks to achieve better health outcomes, and more. 


As a leading international organisation within the UN system, and with strong links to the WHO, UNAIDS would be 
crucial in designing and implementing any global governance structure on health data, including potential 


international health data regulations. Such regulations would specifically rely on UNAIDS to clarify the nature, 
depth, and needs of HIV/AIDS data; and the implications of such regulations on global, regional, and national HIV 
programs. 


Methods and Findings: 


The project contains two broad conceptual focus areas: data architecture and data governance. A health data 
architecture in lieu of an updated data model has been built, to support the UNAIDS HIV Financial Dashbis. It has 
been designed to be used for health financing data of UNAIDS and partners. A review of global and national health 
data governance initiatives has been conducted, in order to better visualise the needs of potential international health 
data regulations, and the role of UNAIDS and health financing in such a governance structure. 


In order to clarify the intricacies of both, a literature review, an in-depth qualitative evaluation of UNAIDS’ current 
HIV financing data architecture, key informant interviews with global data scientists, research on governance, and a 
consolidation of lessons from an online survey have been conducted. These findings have been synthesised into 
recommendations for UNAIDS’ work in health financing and data governance. 


Briefly described below, one can find UNAIDS’ current HIV financing data architecture and key data governance 
lessons from 3 regions: Kenya, India, and Latin America. These regions were selected due to their recent efforts to 
establish strong and stable national data governance frameworks, the intent of the government’s to support 
sustainable digital health and data-driven health innovations, and their collaborative multi-sectoral health data 
ecosystems. They are intended to serve as best practice case studies for other countries and regions. 


UNAIDS’ current HIV financing data architecture and Project Outputs 


UNAIDS’ current HIV Financial Dashboard explores 85 health indicators at the global, regional and national level.° 
It also enables access to NASA reports.° A qualitative evaluation recognised its value to product owners and public 
users alike. It provides easily accessible and updated health financing information to decision-makers. The Financial 
Dashboard highlights the need for, and the value of a multidisciplinary collaboration in HIV data management 
between epidemiologists, economists, engineers, and public health professionals. 


In order to clarify the future steps required to enable a sustainable, effective, and efficient data architecture, this 
project created several outputs. Given the multitude of data sources on HIV financing from various organizations (for 
example, the Global Fund, PEPFAR, Global AIDS Monitoring, World Bank), reference documentation to clarify the 
nature and structure was created (see attachment ‘Source Index’). A ‘data dictionary’ provides comprehensive 
information on each conceptual term present in the data sources. An Entity Relationship Diagram serves as a 
foundational resource for a data model and makes relationships between the various tables in the Financial 
Dashboard clear. It also facilitated the creation of custom SQL and MySQL scripts, that enable efficient migration of 
the different data sources to a central database through an optimised data model. This would reduce duplication and 
fragmentation of data sources. 


The initial scope for scalability lies in designing a functional and effective HIV financing database and also in 
clarifying relationships between data sources to enable data migration and analysis. In addition, detailed lessons can 
be drawn following thorough investigation of backend development tools, such as the database, the hosting server 
and related foundational architectures. Further research on intricacies with the current architecture, such as the 
effectiveness of controls & processes, the ability of real-time integration, and the scope for scalability could enable 
deeper understanding of epidemiological and financial trends in-country and thereby, efficiently inform policy 
decisions. 


A review of global health data initiatives: case studies from Kenya, India, and Latin America 


Global health data governance faces multidimensional ethical, technological, legal, and political challenges. These 
are especially important for health financing, where sensitive, confidential, and classified information is collected 


and stored. Participatory and rights-based governance frameworks are therefore instrumental in preventing 
irresponsible exploitation of health data and addressing challenges around data privacy, safety, security, ownership, 
and interoperability concerns. 


As dynamic, responsible, and innovative regional leaders in health data governance, Kenya, India, and Latin 
America were chosen as case studies. They highlight lessons learned from successful national and regional health 
data governance initiatives. 


Kenya 


There have been numerous health data initiatives in Kenya, that range from creating a conducive policy environment 
to developing specific data management solutions. The Data Protection Act 2019, regulates the processing of 
personal data and articulates the rights of data subjects, and the obligations of data controllers and processors.’ Health 
sector specific standards include an eHealth policy and standards for EMRs and eHealth systems interoperability. An 
elaborate data governance framework is yet to be developed. Kenya is embracing interoperable, free and open source 
data interventions. The initiatives include health facility based EMRs, tracker systems, and automated dashboards. 
Few data initiatives respond to the clients’ needs. These have typically been ad hoc mHealth interventions, focusing 
on appointment reminders (implementation research projects).* Relating to the health system and resource 
management, initiatives focus on supply chain management, human resource management, and health financing. 
Health financing data is currently fragmented, with the government and implementing partners (IPs), fulfilling 
reporting demands to their respective funders. HIPORS (HIV Implementing Partner Online Reporting System) is a 
government initiative hosted by the National AIDS Control Council (NACC). It requires that IPs annually report on 
resources mobilized, allocated, utilized, and disaggregated by geographical and intervention areas. This data is only 
publicly available through annual funding reports published by the NACC.? 


Current priority areas include, the availability of longitudinal client data, and ethical concerns surrounding the use of 
unique identifiers, the linkage of health with “non-health” data and the development of a sector wide mechanism, to 
provide comprehensive information on health financing. Collaborative data initiatives that are hosted by government 
entities have been proven to be effective (see Annex 1). 


India 


India’s health data management initiatives, reference the legal precedents for data privacy and protection laid out by 
the Information Technology Act of 2000, and the Data Protection Rules of 2011.'° Frameworks to govern personal 
and non-personal data may be clarified by the Personal Data Protection Bill of 2019 once passed - these include data 
derived from web-based Hospital Information Systems, telemedicine, chronic disease management and systems, 
infectious disease surveillance systems, Picture Archiving and Communication Systems (PACS), Enterprise 
Resource Planning (ERP) tools, and electronic health records The National Digital Health Data Management Policy, 
proposes multidimensional guidelines concerning health data privacy and protection. It outlines the rights and 
obligations of different stakeholders involved in collection, processing, storage, and the dissemination of digital 
health data such as patients, healthcare providers, payers, clinical establishments, for-profits, and others.!! 


Sandbox approaches are data and technology testing and validation methodologies, that facilitate integration of 
technological tools and software systems, through multi-sectoral partnerships with technology developers (usually 
for-profits), evaluators (potentially research institutes) and regulators (ideally governments). This enables the nature 
and depth of collaborative problem-solving that would be instrumental to establish health data regulations and 
implement governance research. '” 


Health systems that are proactive, preventive, predictive, and patient-centric ease good governance of health data, 
enable transparent and effective monitoring, and evaluate health financing structures. This may require financial and 
resource incentivisation of technology developers designing data architectures, and technology evaluators validating 
data structures. This need is evidenced in the Indian context, where national resource centres for EHR and HIS 


standards, advocacy, capacity-building and implementation are functional, but nationwide interoperability and lack 
of accountability among technology developers remain challenges. Lessons from India underline the need for 
meaningful, cross-sector, intersectional, and trustworthy collaboration for effective and efficient digital health and 
health financing solutions. 


Latin America and the Caribbean (LAC) 


The LAC region has a broad range of digital health information systems. There are well-developed national digital 
health strategies, regional health data initiatives, and countries that are still developing their digital health strategy. 
Currently, PAHO/WHO created RELACSIS, a regional Electronic Health Record initiative with 25 participating 
Latin American countries, and the US.'* Some countries like Uruguay, Chile, and Brazil have developed national 
digital health strategies. PAHO/WHO and the Inter-American Development Bank (IDB) serve as two multilaterals in 
the region - with RACSEL and Social Digital - to promote the digital health transformation by providing capacity 
development and publishing data governance guidelines.'* There is an opportunity for UNAIDS to work in the region 
alongside PAHO/WHO and IDB, to provide knowledge, capacity building, and funding for the digital 
transformation. 


Takeaways: 


e Brazil (and 25 LAC countries), Kenya, and India have National Health Information Systems. e Brazil and 
Kenya have functional nation-wide electronic health records (EHR), RELACSIS and KenyaEMR. India has 
struggled with a national EHR, due to proprietary software challenges, yet has significant structures at state 
levels, with some states migrating to OpenSource platforms. e Most identified HIV digital health initiatives 
were mhealth, probably due to the increased access to mobile phones. Among the three focus regions, most 
HIV/AIDS specific initiatives in terms of health financing are in Kenya. Half these initiatives were classified as 
interventions for data services, with almost 20% tailored for women. One government-supported health 
financing initiative in Kenya observed in 2016-2017 that while funders were the drivers of the initiatives, the 
low reporting rates of the funders impedes government capacity to coordinate, monitor, evaluate, and harmonize 
the HIV response. e Most of the financial support for both HIV and digital health initiatives in India comes 
from the national government; in LAC from the government and regional multilateral organizations; and in 
Kenya from multilateral organizations. However, these trends have seen considerable change in the past 
decades. 


Lessons learnt based on best practices from focus countries: what should national and global data governance 
structures value? 


The technology revolution in health seeks to strengthen reactive, overburdened, therapeutic, and carer-centric health 
systems to enhance them into proactive, predictive, preventive, and patient-centric systems. This is additionally 
important in the absence of true global and national benchmarks in digital health and AI for health. Equitable, 
representative and rights-based global governance structures are imperative to strengthening current and future 
health systems, but also to reaching UHC. Stronger governance structures may promote increased domestic and 
international investments to strengthen inclusive and digitally-enabled primary health care, which is key to achieving 
UHC. 


The primary objective of global and national digital health governance is to improve health outcomes and wellbeing, 
by increasing the quality, efficiency, and effectiveness of the health system. Data governance requires more than 
declaring digital health a national priority; it requires political, administrative and technical authority in health 
information systems. Health data governance broadly comprises building, strengthening and regulating national 
policies, standards, benchmarks, mechanisms, institutions, and structures. On the basis of the project methodologies 
and Key Informant Interviews with digital health researchers, implementers and high-level officials across Kenya, 
India, and Latin America, this report suggests that robust national health data governance is imperative to the 


facilitation and implementation of global health data governance frameworks. The following criteria can be a 
considered a loose, foundational template, customisable by context in order to fulfil system requirements: 


1. Strategy: It is the responsibility of national governments to provide a comprehensive digital health and 
financing strategy, relevant guidelines and an operational environment for a smooth and seamless process in 
building strong national governance structures. Most digital health and data researchers and practitioners, 
emphasize the need for governments to encourage the fusion between conventional digital and health 
worlds. Ministries of Health play a leading role in digital governance and convene drafts of digital health 
strategies, but must also work with other ministries, such as education and finance, to ensure strong 
collaboration and federated learnings. All surveyed respondents and interviewees expressed the need for a 
digital health sub-ministry within the Ministry of Health; however, the gold standard in the future may be an 
independent ministry that interconnects all the relevant ministries (see Annex 2). Dedicated efforts could 
ensure a sustainable maturity model that maximises the value of health financing. 


Lessons from sectors beyond health may address isolated challenges and enable innovative and 
multidisciplinary solutions.’* 


2. Financing: The technology revolution adds a layer of depth and complexity to an already dynamic global 
health financing structure. While strong data governance requires committed sustainable funding for digital 
health initiatives, clarifying the nature of investment is essential. Digital health financing, which refers to 
financing of direct technology for health initiatives, is not the same as financing for digital health, which 
may also refer to financing of other technology, and data-driven initiatives that have a relevance to health 
programs. Each government, therefore, ideally chooses a set of priorities to tackle, and aims to unite the 
multi-stakeholder digital health ecosystems towards a common financing strategy. Most survey respondents 
insisted on the positive spillover effects of declaring digital health as part of the national health strategy. 
Such declarations indicate authorities’ commitment to digital health, thereby increasing the likelihood of 
sustainable and results-driven health financing. In order to maximise current and future health financing 
approaches, consulted experts also endorsed digital health strategies that have short (two years) and medium 
(six to eight years) term plans. 


With regard to Official Development Aid and other types of health financing, there often is a lack of regular 
reporting observed, thereby compromising the ability of country governments to promote efficiency in 
health service delivery (see Annex 2 for Kenya's current challenges in health financing). 


3. Legislation: The need for dedicated legislation on health data governance (and associated data for health) has 
never been more urgent, given its specificities and greater complexity than data privacy or security alone; 
such legislation would need to address health data privacy, safety, security, ownership, interoperability, 
confidentiality, and anonymisation concerns. 


Legislation serves to guarantee the protection of rights and responsibilities of all stakeholders involved, and 
to ensure regulation and risk mitigation of digital technologies for health. Legislation brings patient trust to 
the system and should emphasize confidentiality and discretion of the health professionals. For instance, 
confidentiality is key for HIV/AIDS contact tracing. Patient centred systems in which healthcare workers 
inform the patient of their right to their data are encouraged; the collected data should be treated as sensible 
information, and guarded by the institution that is kept accountable in the event of a data breach. Given the 
potential of digital technologies to both facilitate increased investments in health and to provide greater 
value to health investments, strong digital health legislation is central to strong health financing. 


4. Information structure: The effectiveness of digital health investments and overall health financing in this 
digital age depends on the interoperability between different information systems. Interoperability is key for 
the establishment of continuous patient care. There are currently no complete benchmarks, protocols or 
standards concerning the use of digital health and AI for health, the environments in which digital health 
initiatives ideally operate, or the procedures for such interoperability. 


There is a need for governmental and organisational strategies to establish patient information systems, 
architecture, information security standards, and patient safety policies; these would allow relevant and 
reliable design, development, maintenance, and analysis of information systems. WHO’s Data Principles 
may serve as a foundational document for international organisations and certain government structures. '° 
According to the WHO Data Principles, long term needs include the aggregation of data from the different 
sources of multi-sector stakeholders and the disaggregation of data for suitable analyses; in addition, global 
data governance structures should closely link to escrow data storage platforms and neutral data sharing 
platforms. This requires deep understanding of tech capabilities and flexible interoperability, hence strong 
close multi-sector collaboration. 


In this regard, it is imperative to have health financing data available and updated. There is urgency to 
process health financing data more efficiently. Over the last two months, this project observed first-hand the 
cruciality of interoperability in health financing. Migrating different health financing data sources into 
dashboards is time- and resource- consuming, and accepted interoperability standards would facilitate a 
more effective and efficient process. 


5. Data protection and security: Many wide-ranging multi-sectoral concerns around data protection and 
security have come to the fore in recent years. COVID-19 alone has underlined the necessity for 
multi-sector commitment to safety of data storage structures, security within data-handling institutions and 
particularly, the need for the exploration of data protection in existing social protection and financial 
protection schemes. This may yet prove to be imperative in the global journey towards UHC. 


Neutral and trusted data sharing platforms such as I-DAIR are crucial to achieving strong collaboration in 
digital health, while civil society and advocacy movements such as Transform Health are critical to 
ensuring good global governance of digital technologies and establishing a strong investment case for 
digital health.'” '* Safe and secure data platforms are necessary to ensure equitable, inclusive and effective 
data collection, use, analysis and dissemination. Further research is required on the intricate needs of 
regulating environments for good data sharing.'® 


The European Union's General Data Protection Regulation (GDPR) is a step towards this.*? As the model 
for various Latin American data governance initiatives (including Uruguay’s AGESIC) it addresses data 
safety, security, and interoperability concerns in multiple geographies.”' It discourages password sharing, 
single information system sessions for multiple users, insecure sharing of login credentials and other unsafe 
digital practices that are often prevalent in different geographic contexts. Patient data is usually guarded by 
an institution, adding an additional layer of accountability on institutions to utilize secure data structures. 
UHC and the future of health financing depends on data security and protection regulations, but also on data 
sharing regulations. In order to achieve this, multidimensional multi-sector collaborations are imperative: 
governments, for-profits, research institutes, civil societies, foundations, and international organisations 
must collaborate closely to ensure equitable, responsible and sustainable data sharing practices, digital 
health governance and health financing models.” 


II. Recommendations: 


This project proposes six recommendations for UNAIDS to ensure effective, efficient and responsible health 
financing data management, and to establish its role in global health data governance, with a focus on health 
financing. These recommendations seek to: one, propose a meaningful role for UNAIDS in the international health 
data regulations explored in this report; two, address the need for trustworthy multi-sector international collaboration 
in health data governance and health financing; three, lay a foundation for a roadmap to ensuring cross-sector 


accountability,health governance, and financing; four, explore the ethical, legal, and political aspects of global data 
governance; five, explore the technological aspects of global data governance; and six, suggest an approach to clarify 
the future of HIV and overall health financing in today’s ‘digital revolution’. Further research is required to explore 
all six recommendations in greater detail. 


1. UNAIDS and potential international health data regulations 


The journey towards UHC could potentially be accelerated through a global data governance framework, such as 
international health data regulations. A potential target for such regulations is for Member States to sign, ratify, and 
utilise them by 2027. International health data regulations would clarify and optimize current and future health 
financing and data flows, yet they face multidimensional challenges: from ethical, legal, technological, and political 
standpoints. 


Health data governance and health financing are both resource-rich fields of research and practice. However, global, 
effective, meaningful, multi-sector and multidimensional collaboration remains a critical gap, as COVID-19 has 
repeatedly demonstrated in 2020. Given UNAIDS’ position as the leading international organisation for technical 
advice on HIV/AIDS, efforts led by UNAIDS to convene like-minded multilateral organisations (WHO, Global 
Fund, the World Bank, PEPFAR, Global AIDS Monitoring, PATH, Fondation Botnar, Bill and Melinda Gates 
Foundation and others), to collaborate and align advocacy efforts for a global data governance framework would be 
of value. This also presents an opportunity for country governments to gain further technical advice from UNAIDS 
on health financing and digital health strategies, capacity building and equitable, rights-based governance for 
HIV/AIDS data. 


Further research is required to clarify the nature and depth of the multidimensional challenges global health data 
governance would face. Consultations and workshops with a coalition of relevant, dedicated organisations such as 
those mentioned above, would be effective for knowledge sharing and lesson learning. Various multi-stakeholder 
digital health and data focused coalitions, collaboratives, commissions, and consortia that bring together different 
groups already exist. Building a new platform would be counterproductive. This project recommends UNAIDS’ 
presence and participation in these dedicated coalitions, such as Health Data Collaborative, Digital Health and 
Interoperability Working Group, Digital Public Goods Alliance, UNSG High Level Panel on Digital Cooperation, 
ITU-WHO FG AI4H, Transform Health, I-DAIR, ACT-Accelerator and others. This would promote the alignment of 
inclusive and representative sets of stakeholders, involved in strengthening global data governance and health 
financing structures. 


This project also recommends UNAIDS to co-chair a small working group, specifically focused on the role of HIV 
data and HIV programs in international health data regulations. Furthermore, a focus on the multidimensional, 
ethical, legal, technological, and political challenges that can be addressed by equitable, representative and 
rights-based global data governance is necessary. Such a working group should also explore the details and 
consequences of missing HIV data, misuse of HIV data, and missed use of HIV data. The Framework conditions 
should be defined, to ensure ideal HIV data collection, utilization, storage, management, dissemination, and analysis. 


2. Trustworthy multi-sector collaboration 


While UHC, data governance and tech for UHC are political choices, an equitable, multi-sectoral approach to global 
governance of HIV-relevant health financing data is imperative’. HIV-relevant data includes epidemiological and 
financial (health and non-health data), which are both directly and indirectly relevant to HIV/AIDS programs. Health 
financing data is closely related to and directly influences epidemiological data. While funders are usually 
governments, government agencies, international organisations, and foundations; health financing is equally 
important and driven by for-profits, research and academia, NGOs and civil society. This project recommends 


UNAIDS to utilize its position in global health and global governance to establish meaningful, cross-sector, bilateral 
and multilateral partnerships and collaborations. s 


3. Ensuring accountability 


A multi-sectoral governance mechanism on health data, such as international health data regulations may require 
separate complementary regulations for private sector for-profits, to contribute to global health financing frameworks 
in innovative but responsible ways. To benefit from the UN’s dedicated rights-based mandates of equity and 
inclusion, international health data regulations should ideally be within the UN/WHO system. As such, the 
regulations would require ratification by Member States and country governments. . However, the design, 
development and advocacy of such regulations should involve private sector for-profits, NGOs, research & 
academia, foundations, international organisations, and civil society to guarantee true representativity. 


Currently, governments are often tech regulators, the private sector often tech developers, and research institutes 
often tech users and evaluators. Strong advocacy is required to regulate, monitor, and evaluate private sector tech or 
data developers. his may be completed through another global framework that is equitable, inclusive, and 
representative. This report recommends UNAIDS to work closely with civil society organisations, individuals, and 
worldwide movements to ensure that for-profits and the private sector involved in data governance regulations, 
health financing flows and related HIV programs, are kept accountable. 


4. Ethical aspects of data governance 


Global governance of health data must address the ethical challenges of health data that present risks to health 
financing flows: data privacy, safety, security, and ownership. One approach to mitigate data protection risks is to 
ensure that governments are advised by independent, unbiased bodies of academics, to certify and validate 
technological tools and software protocols against accepted data privacy and security standards. Healthcare 
professionals should not only be trained in data collection, management, and secure ways to share it, but also in 
understanding the risks and consequences of breaching a patient's confidentiality. 


Strong data protection mechanisms are key to ensure ethical functioning of HIV programs and health financing 
flows, and that key stakeholders uphold these ethics. While specific organisations have guidelines and data 
governance frameworks for the data they generate and collect, implementing accepted and reliable guidelines is 
crucial to good data governance.'® * In order to clarify the roles and responsibilities of these key stakeholders, this 
report recommends their classification into data owners, custodians, and stewards. Further research is required to 
observe the details of this classification and the roles of each classified stakeholder, in light of its relevance for HIV 
and financing. 


5. Technological aspects of data governance 


In addition to the ethical, legal, and political challenges that need to be addressed in global data governance and 
health financing, interoperability is a major technological challenge: interoperability between software, 
interoperability between hardwares (technology equipment), and semantic interoperability. There are no recognised 
international standards for data collection, and often the absence of national standards, is a hindrance for semantic 
interoperability (examples in Annex 2). 


Operationalizing data governance leverages the practical aspects of the data architecture. This would require data 
transformation from an older structure, through a process known as data migration. An initial step would be to 
comprehensively document the current data architecture; collaboratively review metadata; agree on data standards 
and integrated data; and select indicator sets to be included in optimized data models. This would ease data migration 
into dedicated data models and dashboards. This project has presented background documents, codes, and models as 
technical outputs to ease an eventual data migration process to be undertaken by UNAIDS. 


This project recommends UNAIDS to leverage its unique position in global health and global governance, to unify 


interoperability standards globally and create a universal template for HIV/AIDS data collection, management, 
utilisation, dissemination, analysis, and updation. These standards must be relevant to artificial intelligence and 
mathematical modeling tools applicable for health, such as machine learning, time series analyses, regression 
models, and neural networks that can predict trends in epidemic spread, risk mapping, and health financing. 


6. Clarifying the future of health financing 


During this rapidly evolving digital health revolution, the importance of health financing lies foremost in its ability 
to shape the future of health investment. When the links between global governance and global health were first 
made a few decades ago, foundational research differentiating global health governance, global governance for 
health, and governance for global health shaped the current direction of global governance in health.”° 


This project recommends taking inspiration from that foundational research to explore fundamental differences 
between: 1) digital health financing, which may loosely signify digitised health financing models or digital models 
for health financing, that are especially relevant in the current technology revolution; 2) financing for digital health 
may refer to the financing of digital health initiatives such as EHRs or telemedicine in countries; and 3) digital 
financing for health, which concerns digital financing models for health (including from health and other sectors 
such as aviation as seen with UNITAID) to complement traditional models of health financing, such as the Global 
Fund or PEPFAR. Further research in meaningful and effective collaboration with the various stakeholders involved, 
is required to classify the intricacies within each classification. 
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Annex 1 — prepared by Ms Dora Maradiaga, The GRAPH Network 


Kenya di 


Policies & 
guidelines/ 
standards 


Category of 
data initiative 


Interventions 
for clients 


Interventions 
for 
healthcare 


providers 


ital health policies and initiatives 


e The Data Protection Act, 2019. 

e Kenya HIS interoperability framework. 

e Kenya National eHealth Policy 2016-2030. 

e Kenya standards & guidelines for eHealth systems interoperability, 2015. 
e The Kenya health enterprise architecture version 1.0, 2015. 

e Standards & guidelines for EMR systems in Kenya, 2010. 


detailed guidelines relating to data collection, manipulation, security, and dissemination. 


Details 


e Few data initiatives respond to the needs of the client. These have typically 
been ad hoc mHealth interventions, focusing on appointment reminders 
(implementation research projects). 

e Initiatives that facilitate active data capture/ documentation by clients are 
rare. Most recently, the COVID-19 “Jitenge” mobile app enabled this, 
where self-quarantined clients could frequently report on their symptoms. 

e Kenya’s open data initiative was launched in 2011, making key government 
data freely available to the public through a single online portal. The goal 
is to make Kenya’s government development, demographic, statistical, 
and expenditure data available in a useful digital format for researchers, 
policymakers, ICT developers, and the general public. 


e This has been the focus of most health data initiatives (health facility based 
EMRs, tracker systems, and automated dashboards). 

e To improve sustainability, Kenya is migrating all HIV client data to a free 
and open source software, Kenya EMR (OpenMRS based). The plan is to 
include additional modules to cater for all health facility departments. 

e All (HIV) patient-level data from Kenya EMR is uploaded to the National 
Data Warehouse (NDWH) monthly, via a semi-automated method. 

@ Client level data for pre-specified sentinel events are automatically uploaded 
from the NDWH to the case based surveillance (CBS) database weekly, 
for de-duplication and further analysis. 

e@ DATIM (Data for Accountability, Transparency and Impact) is a DHIS2 
tracker used by PEPFAR to routinely collect client information. 

e KHIS Aggregate (powered by DHIS2) is the primary system for reporting all 
health data in Kenya, but provides aggregate health data by facility. It has 
datasets for monitoring health financing, yet little attention is paid to this. 

e HIV & health situation room is a UNAIDS funded dashboard, customizable 
at country level. 

e The Kenya Ministry of Health Data Analytics Platform (MOH DAP) is a 
repository for health data from different sources. It has inbuilt systems for 


Note: An elaborate data governance framework is to be developed. However, the above documents provide 


Focus data services 


e Non-routine data 
collection 
e Data storage and 
aggregation 
e Data synthesis and 
visualization 


e Routine & 
non-routine data 
collection 
e Data storage and 
aggregation 
e Data synthesis and 
visualization. All 
systems can at least 
performbasic 
analytics & 
dashboards 
e Merge, 
de-duplicate, and 
curate coded 
datasets or 
terminologies (CBS 
database) 
@ Map location of 
health 
facilities/structures 


Interventions 
for health 
system or 
resource 
managers 


data quality checks, data analysis, and a results visualization layer. It can 

be viewed by health workers and the public. 
e The viral load/ EID (Early Infant Diagnosis) interactive website. @ 
E-learning programs have been developed to provide training content to 
healthcare providers e.g. collaboration between National AIDS and STI 
Control Program (NASCOP) and University of Nairobi. Decision support is 
available to health workers,through the ad hoc mhealth projects. The Pharmacy 
and Poisons Board website, provides for a way of reporting and tracking 
adverse drug events and drug quality issues. 


e Available interventions focus on supply chain management, human resource 
management, and health financing. 

e LMIS for the quantification and ordering of health commodities, includes the 
ARV allocation tool that rationalizes the quantity of ARVs ordered. The 
ARV allocation tool automatically pulls data from KHIS Aggregate. 

e iHRIS (integrated human resource information system) is in use. NASCOP is 
developing another HRIS that focuses on HR working within the HIV 
program. There is a need to link NASCOP HRIS and iHRIS. 


e Health financing data is fragmented. The government and implementing 


partners fulfill reporting demands to their respective funders. 

e HIPORS (HIV Implementing Partner Online Reporting System) is a 
government initiative hosted by the National AIDS Control Council 
(NACC), that requires IPs to report annually. It enables the mapping of IPs 
& their interventions per county; tracking HIV/AIDS resource allocation; 
incorporates intervention areas,sources of funding, and geographical areas. 
Information provided includes the names of IPs, donors, sub recipients, 
projects per IP, county of implementation, amount allocated per 
intervention area, amount expended, target population, population reached, 
projected target population, annual funding trends, annual reporting trends 
by IPs etc. This data is only publicly available in annual funding reports 
published by NACC. 

e Maarifa centre (“Knowledge Centre”) is a multisectoral national platform to 
document and share experiences, innovations and solutions on Kenya’s 
devolution journey. 


e Data exchange 
across systems; 
OpenMRS based 

systems 
interoperable with 
DHIS2 & other 
android based 
applications 


e Routine and 
non-routine data 
collection and 
management 

e Data storage and 
aggregation 

e Data synthesis and 
visualization 

e Automated 

analysis of data, 
specifically 
for forecasting 
commodity needs 

e Data exchange 
across systems; i.e. 
from KHIS 
Aggregate to ARV 
allocation tool 
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The Uruguayan government created AGESIC, an ad hoc structure with Board Members within a range of ministries, 
from the health ministry to the digital, economic and finances, and the president of the republic. This has facilitated 
nationwide digital transformation. AGESIC has clear goals and objectives, allowing all the ministries to work in a 
systematic manner, by providing precise, clear, and public support for a digital health strategy. 


In the HIPORS report (2016-2017) only 12% of the registered NGOs reported on their funding. The low reporting 
rates, remains an impediment to the coordination of the HIV response, as it does not reflect the factual representation 
of HIV funding in Kenya. Underreporting of funding and implemented interventions, affects the HIV response and 
broader health sector in the following way: i) The NACC in FY 2015/16 provided technical assistance to Kenya’s 
counties to develop their Cost County AIDS Strategic Plans and 46 counties have developed and launched their 
plans. With sub-optimal information on the available funding support from Implementing Partners, counties cannot 
realistically plan and prioritise their gaps. This affects their ability to optimize exchequer allocations and utilization 
of their health budgets, and negatively impacts county targets. ii) The WHO statistics report of 2013, the WHO 
report on Public Financing for Health in Africa of 2016, and the Kenya National Health Accounts Report for 2014, 
have cited a 40% wastage in health sectors and thus advocate filling the gaps for efficiency gains. Lack of reporting 
compromises the ability of the Ministry of Health to promote efficiency in health service delivery. iii) The poor 
reporting rates impede NACC’s capacity to coordinate and harmonize the HIV response. Partner focus and the 
emphasis of vis a vis county and county priorities is crucial. 1) More funding is required across the counties. More 
than three quarters of the counties still lack funding to tackle their epidemics. Despite the limited reported funding, a 
number of interventions such as research and system strengthening have only received focus of some implementing 
partners. ii) It is evident that most implementing partners are focused on biomedical interventions, with less 
emphasis on behavioral and structural interventions. In some counties, available resources cannot match the HIV 
burden and population size. The high disease burden does not have matching funds, which hampers the HIV 
response. 


Headache has three synonyms in Spanish and Portuguese "dolor de cabeza", "cefaléa", and "jaqueca" which are used 


equally. All the interviewees from Latin America urged the need for a data collection template. Currently, each 


health institution or government decides the variables for collection, input, and how it is measured. 


